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This two-part series covers legal issues that can affect e-mail communication campaigns, critical operational

and technical considerations as well as tactics, tools and best practices to optimize results and simplify the process.

Service Providers (ISPs) such
00!, AOL and MSN. Once this
pens, your e-mail may not get
ough to the people you’re sending

it to—even if they have requested it.
e Sending e-mail campaigns from
your own non-dedicated servers can
negatively affect individual e-mail

being sent from these servers.

Most communication professionals
recognize the tremendous marketing
platform and opportunity that e-mail
represents: low communication costs,
ease of distribution and delivery, and
ability to gather and analyze data
quickly. That’s why this medium is
growing exponentially, and why our
e-mail inboxes are overflowing.

But as e-mail communication multi-
plies, it’s also increasing in complexity.
In the early days of commercial e-mail
communication, there was less com-
petition, less consumer and political
backlash, and less technology to inter-
fere with your efforts. Today, simply
blasting out a message to a list doesn’t
work so well—and worse yet, it can
cause legal and operational problems.

Managing e-mail communication
campaigns requires understanding
the legal ramifications, technical
and operational considerations, and

methods for optimizing the medium.
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THE COMPLEXITIES

OF E-MAIL LAW:

A SNAPSHOT OF ONE
STATE’S ANTI-SPAM LAWS
Like many states and countries
around the world, California has
enacted laws designed to reduce
unsolicited commercial e-mail.

Here is a sampling:

¢ In California, unsolicited
commercial e-mail must include
a toll-free number or return e-mail
address that allows the recipient

to opt out of further e-mail.

e The law also requires ‘ADV:’

as the first four characters of the
message’s subject line, or
‘ADV:ADLT’ for advertisements
that peddle adult material.

e California law provides additional
protection for “electronic mail service
providers,” allowing providers to
enforce “no unsolicited e-mail
advertisements” policies against
unsolicited commercial e-mailers.
Once an unsolicited commercial
e-mailer is put on notice that an
e-mail service provider does not wish
to receive e-mail advertisements, it
must cease or face a potential

penalty of US$50 per message, up to

a maximum of US$25,000 per day.

FINDING INFORMATION

ON E-MAIL LAWS

FOR YOUR AREA

For more detailed information

on international e-mail laws, visit
www.spamlaws.com and
www.euro.cauce.org/en/index.html
(the European branch of the Coalition

Against Unsolicited Commercial E-mail).
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® Have a reliable technical solution in
place that allows you to manage and cat-
alog this opt-out process automatically.
Manage e-mail communication cam-
paigns beyond your permission-based
list. When you want to communicate
with new prospects and potential cus-
tomers or members via e-mail, you
need to expand beyond your existing
permission-based list. The best way
to do this is through permission-
based list rental or partnerships. Per-
mission-based list rental or partner-
ing allows you to have your e-mail
communication sent as solicited or
permission-based to a targeted prospect
list that fits your profile. Essentially,
you’re renting the right to send your
communication to someone else’s list.
Although this can be an effective
approach to expanding your e-mail
communication campaign, you should
take some precautions:
o Always research your lists thor-
oughly. Is it truly a permission-based
list you are renting? Does the privacy
policy behind the list support the opt-
out rights the list owner claims it
does? What service provider(s) is han-
dling the list management and e-mail
delivery for this particular list? Make
sure they have a good reputation.
e Ask if there is a standard permission
qualifying statement in the e-mail,
such as, “You are receiving this e-mail
because you registered with xyz.” If
there isn’t, ask them to put one in.
e Tread carefully if you are consider-
ing buying a list as opposed to rent-
ing it. This is where people often get
into trouble. Unless this is an exclu-
sive sale and you can verify the list
source and quality, permission-based
status of contacts, and transferability
of list owner rights, buyer beware.
Be careful when renting your list to
third parties. When you rent your
organization’s list through a list broker,

that broker will begin renting the list to

third parties. If the list-management
process is not set up correctly, you can
run into major operational problems
that can lead to legal problems. Make
sure you have one integrated list-man-
agement system that supports both
your internal campaigns and third-

party rental campaigns.

TECHNICAL AND

OPERATIONAL ISSUES

When managing commercial e-mail
campaigns, you must also consider a
number of important operational
and technical concerns:

Invest in automated list management.
Be sure to use a list-management solu-
tion that provides effective, automated
list and log maintenance. Are opt-ins
and opt-outs collected, logged and
managed automatically? Does the sys-
tem prevent duplicates from being
entered or sent? Automated list man-
agement should ensure that your e-mail
lists are clean and accurate, minimizing
potential for consumer complaints and
decreasing deployment costs associated
with sloppy e-mail data.

Avoid ISP blacklisting. One of the
ways ISPs and IT professionals mini-
mize spam is to identify sources of
spam e-mail and “blacklist” them, pre-
venting any e-mail from that source
from reaching the intended recipients.
You don’t actually have to send out
spam to get blacklisted; if enough peo-
ple complain, justifiably or not, you
may find yourself blacklisted. It’s
tough getting off blacklists, and your
ability to reach your audience may be
further hampered if the blacklisting
spreads to other ISPs and networks.
To avoid blacklisting, you can develop
and deploy an internal monitoring
and outreach program to help ensure
that ISPs understand your policies
and keep you off their lists, or use an
e-mail management solution provider

that provides this level of service.



Ensure proper e-mail formatting.
Make sure you are using an e-mail
delivery solution that recognizes the
recipient’s e-mail client and provides the
appropriate e-mail formatting for that
recipient. There are three primary e-
mail formats: HTML, plain text and
America Online (AOL). If you use a
one-size-fits-all approach, many of your
recipients will receive an unprofes-
sional-looking e-mail that won’t help
your campaign results and could dam-
age your organization’s reputation.

Beware of potential internal server
issues. Using internal bandwidth to
run your e-mail communication cam-
paigns can slow down your network
and consume internal resources. If
you run campaigns from a non-dedi-
cated internal server, you run the risk
of ISP blacklisting, which can affect
all personal e-mail being sent from
your servers.

Take advantage of tracking, data mining
and analysis. Smart e-mail communica-
tion campaigns never run blind. Make
sure you are set up and prepared not
only to track the performance of your

AUSTRALIAN COMMUNICATORS TAKE ACTION ON PRIVACY ., sarbara paitraman smith
I n December 2001, the Privacy Amendment (Private Sector)
Act came into effect in Australia, setting 10 National Privacy
Principles that prohibit companies from retaining personal
information unless it is necessary for their functions or
activities. This act draws a fine line between personal
information that can be collected and that which requires
initial consent from the individuals concerned. For instance,
information contained on a business card is excluded by the

act. But if a company finds out details about a client’s family,

e-mail communication campaigns—
how many people opened your e-mail,
read it, clicked through or took
action—but also to store the individual
recipient data with each individual
record. Capturing e-mail communica-
tion data over time provides valuable
intelligence and data mining opportu-
nity for you to continually improve
e-mail campaign performance and
winnow down targeted prospects on
the basis of previous campaign activity.

© CETTY IMAGES

Don’t forget optimization. Anti-spam
technology can affect your permission-
based e-mail as well. For example, the
word free in an e-mail you send might
automatically trigger anti-spam soft-
ware, pushing your permission-based
e-mail into recipients’ junk e-mail
boxes where they will never see it. Ask
your technology providers or consul-
tants about optimization techniques
that may improve performance.

E-MAIL COMMUNICATION CAMPAIGNS
Managing your e-mail communica-
tion campaigns can seem complex,

(continued on page 32)

following web sites:

e The Australian Privacy Commissioner

to comply with the act,” she says. “In addition, we had to
ensure that Deloitte’s clients were informed that we had the
following in place: a privacy policy, a privacy complaints
procedure, open access to private information held about an
individual, consent and disclosure in all data collection
mechanisms, and an ‘opt-in’ mechanism for direct mailings.”

To find out more about Australia’s privacy laws, visit the

sporting preferences, etc., this information can’t be retained
without prior consent.

Anna Brown, national communications manager for Deloitte
Touche Tohmatsu in Sydney, was one of the communicators who
had to learn about the act quickly and helped spread the word.

“As well as organising employee briefings and face-to-face
training, we developed a page about the privacy issue on our

intranet to ensure that all our people became aware of the need

www.privacy.gov.au

e Guidelines to the National Privacy Principles
www.privacy.gov.au/publications/nppgl_01.pdf

e “Good Privacy, Good Business” — Office of the Federal
Privacy Commissioner

www.privacy.gov.au/publications/pia.pdf

Barbara Palframan Smith is regional editor for Communication World
in Australia/New Zealand.
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Warning

(continued from page 11)

but there are solutions that make it
relatively easy:

In-house. Managing your e-mail
communication campaigns entirely in-
house from beginning to end can
work well with small lists and low e-
mail campaign frequency rates. The
problem with handling campaigns in-
house is limited time and resources.
Once you get past a certain list size
and e-mail frequency, it pays to have
support to stay abreast of laws, moni-
tor ISP blacklisting and access the
most effective e-mail campaign tech-
nology. You get better results and
actually lower administration costs.

In-house with outside support. The most
logical solution for most companies is a

compromise between doing it all in-

house and outsourcing the whole thing to
an agency. Numerous e-mail manage-
ment solution providers offer turnkey
technology and expertise to address criti-
cal issues, but be careful whom you
select. Providers vary greatly in quality,
effectiveness and cost. Before you make
your selection, talk it over with a com-
mercial e-mail management consultant
who can point out important differences
and give you objective feedback.
Outsourced. You may choose to out-
source communication campaigns to an
interactive or e-mail marketing agency.
These companies handle all your e-mail
communication needs from creative and
technology issues through implementa-
tion and data warehousing. Most orga-
nizations don’t need this level of service,
however, nor is it the most cost-effective.
In certain instances, it can be justified

for very large organizations. If you do
choose this path, test the performance of
any agency you consider. There’s no need
to take an agency’s word for how great it
is—it should be able to prove its claims.

John Heineman is managing partner at The
LeadGen Group, an organization dedicated
to identifying and implementing cost-effective,
best-of-breed marketing tools and
campaigns. His career spans more than

15 years’ experience with industry leaders,
including Guerrilla Marketing International,
Microsoft and Summation Legal
Technologies. To learn more about The
LeadGen Group visit www.leadgengroup.com
or e-mail jheineman@leadgengroup.com.

In the December/January issue

of Communication World, we’ll look
more closely at how communication
professionals are optimizing e-mail
campaign performance by using
the most effective e-mail

marketing tricks and techniques.
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